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Download Links
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e SharePoint Foundation: KB2965261 - Download
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e Project Server: KB2965263 - Download

e Server Proofing Tools: KB2965254 - Download

o Office Web Apps: KB2965306 - Download
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MS15-036: Description of the security update for SharePoint Server
2013 (KB2965219)

This security update resolves elevation of privilege vulnerabilities that exist when Microsoft SharePoint
Server incorrectly sanitizes a specially crafted request to an affected SharePoint Server. An authenticated
attacker could exploit these vulnerabilities by sending a specially crafted request to an affected SharePoint
Server. The attacker who successfully exploited these vulnerabilities could then perform cross-site
scripting attacks on affected systems and run scripts in the security context of the current user. These
attacks could allow the attacker to read content that the attacker is not authorized to read, use the
victim's identity to take actions on the SharePoint site on behalf of the victim, such as change permissions,
delete content, and insert malicious content in the victim's browser.

Improvements and fixes

This update also contains fixes for the following nonsecurity issues:

e When you try to manage the workflow setting for a SharePoint Server 2013 library for which you
have appropriate permissions, you receive the following error message:
Sorry, this site hasn't been shared with you.

e When you copy a page that contains a Summary Links web part to another SharePoint Server 2013
subsite by using the Content and Structure feature, you receive the following error message:
List does not exist.

e When you set a language pack that uses different decimal marks for a server that is running
SharePoint Server 2013, numeric and currency fields of a document set are displayed incorrectly.

Note To resolve this issue for existing document sets after you apply this update, you have to go to
the home page of existing document sets, click Edit Properties, and then click Save.



e When you use the slide with bar graph refiner in the refinement panel of search results, you receive
the following error message:
Property doesn't exist or is used in a manner inconsistent with schema settings.

This issue occurs if the refiner interval is a value that is more than ten million.

e When you move a file between documents libraries of a SharePoint Server 2013 site that has
the Continuous Crawls function enabled, you may receive an incorrect search result for the file.

e Assume that you create an item that contains multiline text in a rich-text field in a SharePoint
Server 2013 list. When you try to search the item in the list, no result is returned. This issue occurs
because the multiline text is combined to one term.

e When you add a Task List web part to a webpage on a SharePoint Server 2013 site, the webpage is
displayed as blank, and you cannot click any ribbon items.

e When you try to upload a file as an attachment to SharePoint Server 2013 by using Safari, the
upload process freezes, or you receive the following error message:

Request body stream exhausted.

e  When you update a file such as an image for a SharePoint Server 2013 site, the file is not updated
accordingly in the blob cache of Web Front End (WFE) servers.

e You cannot run search analytics in SharePoint Server 2013, and some amount disk space is
consumed because of some invalid data.

e Translates some terms in SharePoint Server 2013 Newsfeed (for example, the Like link) for Dutch to
make sure that the meaning is accurate.

e Translates some terms in the Compliance Details page of documents in SharePoint Server 2013
for Dutch to make sure that the meaning is accurate.

e When you run an incremental crawl for a Microsoft Exchange Server 2010 public folder in a
SharePoint Server 2013 environment, you cannot search the items in the public folder, and the
items are deleted from the index.

e Translates some terms in the Web Part Properties page in SharePoint Server 2013 for Dutch to
make sure the meaning is accurate.

e Translates some terms in the Web Part Properties page in SharePoint Server 2013 for Dutch to
make sure the meaning is accurate.

e Improves the Portuguese Brazilian proofing tool by adding the latest Portuguese Brazilian grammar
to Office 2013 applications.

e Assume that you type a page name, such as "Text with spaces,” in the New item form in a site
page library in SharePoint Server 2013 to create a new page. After you create the page, the
automatically generated URL is inconsistent with the preview URL. For example, the preview URL
may be displayed in a label as follows:

Find it at : <%SitepagesUr!% > /Text with spaces.aspx

However, the generated URL may be displayed as < %SitepagesUrl% > /Text-with-spaces.aspx.

April 14, 2015 update for SharePoint Foundation 2013 (KB2965228)

Fixes the following issues:



When you try to move or copy a file from a sub-website that does not inherit permissions from the
parent website on theSite Content and Structure page, the operation fails if you have the Full
Control permission on the parent website.

When you try to manage workflow settings for a SharePoint Server 2013 library on which you have
appropriate permissions, you receive the following error message:

Sorry, this site hasn't been shared with you.

When you open the Shared With dialog box for a custom list, the dialog box cannot be fully
loaded.

When you change a thumbnails view to display grouped pictures that are expanded for a
SharePoint Server 2013 picture library, the pictures are displayed out of the view.

When you use keyboard to change the quick launch order for a SharePoint Server 2013 site, the
focus is lost, and you have to press the Tab key repeatedly to focus again.

When you send an email message to a library in a SharePoint Server 2013 site collection, the
message is not processed, and it is not picked up from the email drop folder. This issue occurs if
the Sandboxed Solutions Resource Quota value for the site collection is set to 0.

When you filter more than one column for a SharePoint Server 2013 list, you receive the
0x80131904 error if one of the filtered columns is indexed.

When you click the drop-down menu next to the Upload button to display the sub-menu in a
SharePoint Server 2013 document library, the sub-menu is not displayed. This issue occurs in
Internet Explorer 11 if the Toolbar Type value for the document library is set to Show Toolbar.
When you access a host-named site collection (HNSC) site by using a URL that is associated with a
particular zone, you can use the People Picker web control to find users from all zones.

When you try to use a custom theme to create a calendar overlay in a SharePoint Server 2013 site,
you receive the following error message if you do not have the ApplyThemeAndBorder permission:
403 forbidden.

When you enable the inline editing mode for a SharePoint Server 2013 list that has a lookup field,
the drop-down value for the lookup field is not alphabetically ordered.

When you try to upload a file as an attachment to SharePoint Server 2013 by using Safari, the
upload process freezes, or you receive the following error message:

Request body stream exhausted.

It takes a longer time than expected to access a SharePoint Server 2013 document library that
contains many items. This issue occurs when the items have uniquely-defined permissions, and you
have permissions to access some but not all items in the document library.

Assume that you create a view that applies Group By to a column in a SharePoint Server 2013
document library that contains more items than the list view threshold. In addition, the document
library contains many items that have uniquely-defined permissions. When you use the view to
open the document library, you receive an error, and the results cannot be displayed.

You cannot access a cloud application model (CAM) application on a SharePoint Server 2013 server
by using the SAML authentication. This issue occurs if the application is configured by a custom
claim provider that does not support the UserKey claim.

After you clear a filter on a column of a folder in a document library in SharePoint Server 2013, it
redirects you to the root level of the document library instead of refreshing the page and keeping
the folder open.

When you create a new SharePoint Server 2013 site, you have to use the SharePoint client object
model (CSOM) to set various regional settings programmatically.

When you try to delete item versions for a SharePoint Server 2013 list item, the values of
multivalued loop fields that are associated with the list item are deleted unexpectedly.



e Assume that you type a page name, such as "Text with spaces,” in the New item form in a site
page library in SharePoint Server 2013 to create a new page. After you create the page, the
automatically generated URL is inconsistent with the preview URL. For example, the preview URL
may be displayed in a label as follows:

Find it at : <%SitepagesUr(%>/Text with spaces.aspx
However, the generated URL may be displayed as < %SitepagesUrl% >/Text-with-spaces.aspx.

April 14, 2015 update for SharePoint Foundation 2013 (KB2965232)

Translates some terms and strings that are related to Russian time zones to multiple languages to make
sure that the meaning is accurate in SharePoint Foundation 2013.

MS15-033: Description of the security update for SharePoint Server
2013 Word Automation Services (KB2965215)

This security update resolves vulnerabilities in Microsoft Office that could allow remote code execution if
an attacker convinces a user to open or preview a specially crafted Microsoft Word file in an affected
version of Office.

April 14, 2015 update for SharePoint Server 2013 (KB2965222)

Fixes an issue in which managed metadata of an Excel workbook such as the enterprise keywords is lost
when you edit the workbook in Excel Web App.

MS15-036: Description of the security update for Project Server 2013
(KB2965278)

This update resolves vulnerabilities that could allow elevation of privilege if an attacker sends a specially
crafted request to an affected Microsoft Project Server 2013. The attacker who successfully exploited these
vulnerabilities could then perform cross-site scripting attacks on affected systems and run script in the
security context of the current user. An attacker who successfully exploited the vulnerabilities could read
content that the attacker is not authorized to read, use the victim's identity to take actions on behalf of
the victim, such as change permissions, delete content, and insert malicious content in the victim's
browser.

Improvements and fixes

This update also contains fixes for the following nonsecurity issues and improvements:

e Translates some Russian language Ul elements for Project Server 2013 to guarantee accuracy of
meaning. This improvement also provides consistency with the Project Professional 2013 client. For
example, these elements translate "Pabounin” to "Tpyso3zatpatbl”.

e Disabled property and account of a user is not inactive in Project Web App. Additionally, the
presence of particular accounts in Active Directory Domain Services cause partial sync errors in
Project Server 2013.

e Formula values may not be calculated for a project field on the project details page in Project Web
App until you publish the project.

e Improves security for cross-site scripting (XSS) on project detail pages.



e Assume that you try to create a new site from the Connected SharePoint Sites page for an
existing project plan. If a web application that you use has a managed path, the site is not created,
and the Prepare Project Web App Permission Synchronization For Projects job is displayed
as Failed But Not Blocking Correlation on the Manage Queue Jobspage.

e When you open the Connected SharePoint Sites page in a site collection that has lots of projects,
the page takes a long time to load or may time out.

e When you try to access a view for which you have permissions, you receive an access denied error
if you do not have permissions to view the default My Assignments view.

April 14, 2015 update for SharePoint Server 2013 (KB2965254)

Improves the Portuguese Brazilian proofing tool by adding the latest Portuguese Brazilian grammar to
SharePoint Server 2013.

MS15-033: Description of the security update for Office Web Apps
Server 2013 (2965306)

This update resolves vulnerabilities in Microsoft Office Web Apps Server 2013 that could allow remote
code execution if an authenticated attacker sends specially crafted page content to a targeted computer
that is running Microsoft SharePoint Server.

Improvements and fixes

This update also contains fixes for the following nonsecurity issues:

e When you edit an Excel Workbook in Excel Web App, managed metadata such as enterprise
keywords is lost.

e Localizes some strings for the Ul for Office Web App Server 2013 applications because Bing Image
Search replaces Office.com Clip Art when you insert online pictures.

e Translations of some terms are improved in multiple languages to make sure of accurate meaning.

Sources
e http://www.toddklindt.com/blog/Regressions/sp2013apr2015cu.aspx
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