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Description of the security update for SharePoint Enterprise Server
2013: September 8, 2020 (KB4484515)

After you install this update, some SharePoint pages may not render, and may generate the
following error message:

Web Part Error: A Web Part or Web Form Control on this Page cannot be displayed or imported.
The type could not be found or it is not registered as safe.

Description of the security update for SharePoint Enterprise Server
2013: September 8, 2020 (KB4484480)

This security update resolves a remote code execution vulnerability that exists in Microsoft Excel if
the software does not check the source markup of an application package. To learn more about the
vulnerability, see Microsoft Common Vulnerabilities and Exposures CVE-2020-1210.

Description of the security update for SharePoint Foundation 2013:
September 8, 2020 (KB4484525)

Summary

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these vulnerabilities, see
the following security advisories:

e Microsoft Common Vulnerabilities and Exposures CVE-2020-1198
e Microsoft Common Vulnerabilities and Exposures CVE-2020-1200
e  Microsoft Common Vulnerabilities and Exposures CVE-2020-1205
e Microsoft Common Vulnerabilities and Exposures CVE-2020-1345
¢  Microsoft Common Vulnerabilities and Exposures CVE-2020-1452
e Microsoft Common Vulnerabilities and Exposures CVE-2020-1453
e Microsoft Common Vulnerabilities and Exposures CVE-2020-1482
e Microsoft Common Vulnerabilities and Exposures CVE-2020-1514
e  Microsoft Common Vulnerabilities and Exposures CVE-2020-1575
e Microsoft Common Vulnerabilities and Exposures CVE-2020-1576
¢  Microsoft Common Vulnerabilities and Exposures CVE-2020-1595


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1210
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1198
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1200
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1205
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1345
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1452
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1453
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1482
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1514
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1575
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1576
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1595

Description of the security update for SharePoint Enterprise Server
2013: September 8, 2020 (KB4484514)

This security update resolves a remote code execution vulnerability that exists in Microsoft Word if
the software does not correctly handle objects in memory. To learn more about the vulnerability,
see Microsoft Common Vulnerabilities and Exposures CVE-2020-1218.

Description of the security update for SharePoint Foundation 2013:
September 8, 2020 (KB4484488)

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these vulnerabilities,
see Microsoft Common Vulnerabilities and Exposures CVE-2020-1198 and Microsoft Common
Vulnerabilities and Exposures CVE-2020-1460.

Description of the security update for SharePoint Enterprise Server
2013: September 8, 2020 (KB4484516)

This security update resolves a remote code execution vulnerability that exists in Microsoft Excel if
the software does not correctly handle objects in memory. To learn more about the vulnerability,
see Microsoft Common Vulnerabilities and Exposures CVE-2020-1224.

Description of the security update for SharePoint Enterprise Server
2016: September 8, 2020

This security update contains fixes for the following nonsecurity issues:

e Fixes anissue in which the "shared with other users" context menu in subfolders doesn't work
in classic view.

e Fixes anissue in which a file is uploaded to the wrong folder in classic view of OneDrive for
Business.

Description of the security update for SharePoint Server 2019 Language
Pack: September 8, 2020

This security update contains fixes for the following nonsecurity issues. To fix these issues
completely, you have to install KB 4484505 together with this update.

e Fixes anissue in which the "shared with other users" context menu in subfolders doesn't
work in classic view.

e Fixes an issue in which a file is uploaded to the wrong folder in classic view of OneDrive
for Business.

e Fixes an issue in which Reply Rich Text Editor (RTE) textbox fields are identified by JAWS
as "unlabeled" in Discussion Board.


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1218
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1198
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1460
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1460
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1224

e Fixes an issue in which images are identified as "undefined" by JAWS in Picture
Library/Slides view.

e Fixes an issue in which a list view cannot auto-refresh after you upload a new folder to it.

e Fixes anissue in which a "Multiple Entries Matched" error occurs when you edit a
Listltem that has a People column.

e Fixes an issue in which the Modern documents page appears blank when a new user first
logs on.

e Fixes an issue in which the ellipses (...) menu to "Manage Access" appears only the
second time you that you select Share.

e Fixes an issue in which the role of the Document control is incorrectly defined in
Communication Site.

e Fixes an issue in which renaming the page title through the document information panel
(DIP) doesn't take effect in the Title region.

e Fixes an issue in which the Shift+Tab keyboard shortcut to navigate the news sites list
creates a keyboard trap.

e Fixes an issue in which Suggestion in Column filter pane of a document library web part
isn't working in a subfolder.

e Fixes an issue in which the List web part doesn't display the Hyperlink or Picture column
correctly in a Modern team site.

Description of the security update for SharePoint Server 2019:
September 8, 2020

This security update contains fixes for the following nonsecurity issues in SharePoint Server 2019:

e Fixes anissue in which restoring a Search service application that has Overwrite type from a full
backup fails after the Search service application is deleted.

e Fixes anissue in which the URL redirection occurs to the root instead of the actual resource
when a user logs in to SharePoint by using multiple authentication types, such as a Security
Assertion Markup Language (SAML) token and a FedAuth cookie, at the same time.

e Fixes anissue in which multiple items are added to the list when you add a new item to a list
and select Save multiple times on the Ribbon.

e Fixes a memory leak issue that occurs when you export a site.
e Fixes a potential memory leak.

e Fixes anissue in which multiple columns or rows can't be copied from Excel tables to the list in
Quick Edit view.

e Fixes an issue in which the DocumentSharing.svc service is broken and users receive a "403
Access Denied" error message.



e Fixes an issue that generates a high CPU cost when you call search APl on an extended web
application.

e Fixes an issue in which the library setting that should force opening a document in Word is not
honored in classic experience when you use browsers other than Internet Explorer or legacy
Edge.

This security update also contains fixes for the following nonsecurity issues. To fix these issues
completely, you have to install KB 4484504 together with this update.

e Fixes anissue in which the "shared with other users" context menu in subfolders doesn't work
in classic view.

e Fixes anissue in which a file is uploaded to the wrong folder in classic view of OneDrive
for Business.

e Fixes anissue in which Reply Rich Text Editor (RTE) textbox fields are identified by JAWS as
"unlabeled" in Discussion Board.

e Fixes anissue in which images are identified as "undefined" by JAWS in Picture Library/Slides
view.

e Fixes anissue in which a list view cannot auto-refresh after you upload a new folder to it.

e Fixesanissue in which a "Multiple Entries Matched" error occurs when you edit a Listltem that
has a People column.

e Fixes anissue in which the Modern documents page appear blank when a new user first logs on.

e Fixes anissue in which the ellipses (...) menu to "Manage Access" appears only the second time
that you select Share.

e Fixes anissue in which the role of the Document control is incorrectly defined in
Communication Site.

e Fixes anissue in which renaming the page title through the document information panel (DIP)
doesn't take effect in the Title region.

e Fixes anissue in which the Shift+Tab keyboard shortcut to navigate the news sites list creates a
keyboard trap.

e Fixes anissue in which Suggestion in the Column filter pane of a document library web part isn't
working in a subfolder.

e Fixes anissue in which the List web part doesn't display the Hyperlink or Picture column
correctly in a Modern team site.


https://support.microsoft.com/help/4484504

