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Download Links
® https://sharepointupdates.com/Patches

Fix Count
SharePoint 2013 11
SharePoint 2016 10
SharePoint 2019 11

October 13, 2020, update for SharePoint Enterprise Server 2013

(KB4486685)
This update fixes the following issue that occurs after you install KB 4484525:

e An error occurs when you try to access the "Result Sources," "Query Rules,"
"Search Result Sources," or "Search Query Rules" page from the Search
Settings section of Site Settings.

Description of the security update for SharePoint Foundation 2013:
October 13, 2020

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these
vulnerabilities, see the following security advisories:

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16941

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16942

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16944

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16945

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16946

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16948

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16951

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16952

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16953



https://sharepointupdates.com/Patches
https://support.microsoft.com/help/4484525
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16941
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16942
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16944
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16945
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16946
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16948
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16951
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16952
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16953

Description of the security update for SharePoint Enterprise Server
2013: October 13, 2020

This security update resolves a remote code execution vulnerability that exists in Microsoft
Excel software if the software does not correctly handle objects in memory. To learn more
about the vulnerability, see Microsoft Common Vulnerabilities and Exposures CVE-2020-
16929.

October 13, 2020, update for SharePoint Enterprise Server 2016
(KB4486681)

This update fixes an issue in which documents can't be uploaded when the Identity column
value reaches maximum limit.

Note To fix this issue completely, you have to install KB 4486677 together with this update.

Description of the security update for SharePoint Enterprise Server
2016: October 13, 2020

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these
vulnerabilities, see the following security advisories:

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16941

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16942

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16944

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16945

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16946

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16948

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16951

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16952

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16953

October 13, 2020, update for SharePoint Server 2019 Language Pack
(KB4486675)


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16929
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16929
https://support.microsoft.com/help/4486677
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16941
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16944
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16945
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16946
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16948
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16951
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16952
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16953

This update fixes an issue where the "select and deselect all
items" column checkbox remains unchanged after switching its state in a classic page.

Note To fix this issue completely, you have to install KB 4486676 together with this update.

Description of the security update for SharePoint Server 2019: October
13, 2020

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these
vulnerabilities, see the following security advisories:

¢ Microsoft Common Vulnerabilities and Exposures CVE-2020-16941
e Microsoft Common Vulnerabilities and Exposures CVE-2020-16942

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16944

o Microsoft Common Vulnerabilities and Exposures CVE-2020-16945

¢ Microsoft Common Vulnerabilities and Exposures CVE-2020-16946
e Microsoft Common Vulnerabilities and Exposures CVE-2020-16948

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16950

e Microsoft Common Vulnerabilities and Exposures CVE-2020-16951

o Microsoft Common Vulnerabilities and Exposures CVE-2020-16952
e Microsoft Common Vulnerabilities and Exposures CVE-2020-16953
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