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Description of the security update for SharePoint Foundation 2013: December 8, 2020
This security update contains fixes for the following nonsecurity issues. To fix these issues
completely, you have to install KB 4486758 together with this update.:

e Fixes an issue in which the navigation pane is hidden if users change some
Search Admin settings in a Search Service Application.

« Fixes an issue in which Business Connectivity Services (BCS) crawls of the .NET
Connectivity Assemblies, Web services, or Custom type don't work.

Description of the security update for SharePoint Foundation 2013: December 8, 2020
This security update resolves Microsoft SharePoint information disclosure vulnerabilities. To
learn more about these vulnerabilities, see Microsoft Common Vulnerabilities and Exposures
CVE-2020-17120.

December 8, 2020, update for SharePoint Enterprise Server 2013 (KB4486758)
This update contains the following fixes:

o Fixes an issue in which the navigation pane will be hidden when users change
some Search Admin settings in a Search Service Application.

e Fixes an issue in which Business Connectivity Services (BCS) crawls of the .NET
Connectivity Assemblies, Web services or Custom type don't work.

Note To fix the two issues completely, you have to install KB 4493138 together with this
update.


https://sharepointupdates.com/Patches
https://support.microsoft.com/help/4486758
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17120
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17120
https://support.microsoft.com/help/4493138

Description of the security update for SharePoint Enterprise Server 2016: December 8,
2020

This security update resolves Microsoft SharePoint information disclosure vulnerabilities. To
learn more about these vulnerabilities, see Microsoft Common Vulnerabilities and Exposures
CVE-2020-17120.

Description of the security update for SharePoint Enterprise Server 2016: December 8,
2020

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these
vulnerabilities, see the following security advisories:

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17089

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17115

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17118

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17120

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17121

Description of the security update for SharePoint Server 2019: December 8, 2020

This security update resolves vulnerabilities in Microsoft Office that could allow remote code
execution if a user opens a specially crafted Office file. To learn more about these
vulnerabilities, see the following security advisories:

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17089

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17115

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17118

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17120

e Microsoft Common Vulnerabilities and Exposures CVE-2020-17121

Note To apply this security update, you must have the release version of Microsoft
SharePoint Server 2019 installed on the computer.

Description of the security update for SharePoint Server 2019 Language Pack: December
8, 2020

This security update resolves Microsoft SharePoint information disclosure vulnerability and
SharePoint spoofing vulnerability. To learn more about these vulnerabilities, see Microsoft
Common Vulnerabilities and Exposures CVE-2020-17115 and Microsoft Common
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Vulnerabilities and Exposures CVE-2020-17120.

Note To apply this security update, you must have the release version of Microsoft
SharePoint Server 2019 installed on the computer.


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17120

