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Description of the security update for SharePoint Foundation 2013: April 14, 2020 

(KB4484322) 

This security update resolves the following issues: 

• A cross-site-scripting (XSS) vulnerability that exists if Microsoft SharePoint Server does 

not correctly sanitize a specially crafted web request to an affected SharePoint server. 

• A remote code execution vulnerability that exists in Microsoft SharePoint if the software 

fails to check the source markup of an application package. 

 

Description of the security update for SharePoint Enterprise Server 2013: April 14, 2020 

(KB4484308) 

This security update resolves cross-site-scripting (XSS) vulnerabilities that exist if Microsoft 

SharePoint Server does not correctly sanitize a specially crafted web request to an affected 

SharePoint server. To learn more about these vulnerabilities, see the following security 

advisories: 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0923 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0926 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0930 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0931 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0973 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0977 

 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0926
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0930
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0973
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0977


Description of the security update for Project Server 2013: April 14, 2020 (KB4462153) 

This security update resolves a cross-site-scripting (XSS) vulnerability that exists if Microsoft 

SharePoint Server does not correctly sanitize a specially crafted web request to an affected 

SharePoint server. To learn more about the vulnerability, see Microsoft Common 

Vulnerabilities and Exposures CVE-2020-0954. 

Description of the security update for SharePoint Foundation 2013: April 14, 2020 

(KB4484321) 

This security update resolves vulnerabilities in Microsoft Office that could allow remote code 

execution if a user opens a specially crafted Office file. To learn more about these 

vulnerabilities, see the following security advisories:  

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0920 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0923 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0924 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0925 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0929 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0931 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0932 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0933 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0971 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0972 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0975 

 

Description of the security update for SharePoint Enterprise Server 2013: April 14, 2020 

(KB4011584) 

This security update resolves a remote code execution vulnerability that exists in Microsoft 

SharePoint when the software fails to check the source markup of an application package. 

To learn more about the vulnerability, see Microsoft Common Vulnerabilities and Exposures 

CVE-2020-0931. 

Description of the security update for SharePoint Foundation 2013: April 14, 2020 

(KB4011581) 

This security update resolves a spoofing vulnerability that exists if Microsoft SharePoint 

Server does not correctly sanitize a specially crafted web request to an affected SharePoint 

server. This update also resolves a cross-site-scripting (XSS) vulnerability that exists if 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0920
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0924
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0925
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0929
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0932
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0933
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0971
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0972
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0975
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931


Microsoft SharePoint Server does not correctly sanitize a specially crafted web request to an 

affected SharePoint server. 

To learn more about the vulnerabilities, see Microsoft Common Vulnerabilities and 

Exposures CVE-2020-0976 and Microsoft Common Vulnerabilities and Exposures CVE-2020-

0978. 

 

Description of the security update for SharePoint Enterprise Server 2013: April 14, 2020 

(KB4484307) 

This security update resolves a remote code execution vulnerability that exists in Microsoft 

Word software if it does not correctly handle objects in memory. To learn more about 

the vulnerability, see Microsoft Common Vulnerabilities and Exposures CVE-2020-0980. 

Description of the security update for SharePoint Enterprise Server 2016: April 14, 2020 

(4484299) 

This security update resolves remote code execution vulnerabilities that exists in Microsoft 

SharePoint if the software does not check the source markup of an application package. This 

update also resolves cross-site-scripting (XSS) vulnerabilities that exists if Microsoft 

SharePoint Server does not correctly sanitize a specially crafted web request to an affected 

SharePoint server. 

To learn more about these vulnerabilities, see the following security advisories:  

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0920 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0923 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0924 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0925 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0926 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0927 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0929 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0930 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0931 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0932 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0933 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0954 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0976
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0976
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0978
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0978
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0980
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0920
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0924
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0925
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0926
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0927
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0929
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0930
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0932
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0933
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0954


• Microsoft Common Vulnerabilities and Exposures CVE-2020-0971 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0972 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0973 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0974 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0975 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0976 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0977 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0978 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0980 

 

Description of the security update for SharePoint Enterprise Server 2016: April 14, 2020 

(4484301) 

This security update resolves a cross-site-scripting (XSS) vulnerability that exists if Microsoft 

SharePoint Server does not correctly sanitize a specially crafted web request to an affected 

SharePoint server. This update also resolves a remote code execution vulnerability that 

exists in Microsoft SharePoint if the software does not check the source markup of an 

application package. To learn more about the vulnerabilities, see Microsoft Common 

Vulnerabilities and Exposures CVE-2020-0923 and Microsoft Common Vulnerabilities and 

Exposures CVE-2020-0931. 

Description of the security update for SharePoint Enterprise Server 2016: April 14, 2020 

(4484299) 
 

This security update resolves a cross-site-scripting (XSS) vulnerability that exists if Microsoft 

SharePoint Server does not correctly sanitize a specially crafted web request to an affected 

SharePoint server. This update also resolves a remote code execution vulnerability that 

exists in Microsoft SharePoint if the software does not check the source markup of an 

application package. To learn more about the vulnerabilities, see the following security 

advisories: 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0923 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0931 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0980 

 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0971
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0972
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0973
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0974
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0975
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0976
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0977
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0978
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0980
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0980


Description of the security update for SharePoint Enterprise Server 2016: April 14, 2020 

(4484301) 

This security update resolves remote code execution vulnerabilities that exist in Microsoft 

SharePoint if the software does not check the source markup of an application package. To 

learn more about these vulnerabilities, see the following security advisories:  

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0920 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0923 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0924 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0925 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0926 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0927 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0929 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0930 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0931 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0932 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0933 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0954 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0971 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0972 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0973 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0974 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0975 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0977 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0978 

• Microsoft Common Vulnerabilities and Exposures CVE-2020-0980 

 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0920
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0924
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0925
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0926
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0927
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0929
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0930
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0932
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0933
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0971
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0972
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0973
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0974
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0975
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0977
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0978
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0980

